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Abstract: 1In an electric power distribution grid using wireless communication access,IDS is used to decide system
the intrusive event through analyzing the network transmission data. In this paper,to improve the detection accuracy,a deep
learning theory is studied for the IDS in the wireless communication network of a power distribution grid. The proposed Re-
current Neural Network( RNN ) model is composed of Gated Recurrent Unit ( GRU ) , Multi-Layer Perceptron ( MLP ) and
Softmax. The experimental results on the attack testing baseline demonstrate the effectiveness of the IDS defenses. In the
KDD99 test data,its negative error rate and accuracy are with 0. 06% and 96.43% ,and in the NSL-KDD test data, those
statistics are 0. 86% with 99.33% ,respectively.
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(3) BBAPE (FP) : S BR IE i s Bl 4t = 40 43 2
7, XA Ol R R E AR

(4) R BT HE (FN) « 52 By B 8 1= X 43 o 1E 3
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fAT {2 L, TP TN (FP DL J% FN F T 20K 14 2% 14 11
B fE Bl B, A 2C(5) 45 T MERA BE (Accuracy ) |
A5 %% i ( Precision ) 6 H & ( Detection Rate ) i FH 4 %
(False Positive Rate) \F-jl| & {H F-measure Z£48 1 19 H
PRTHAR T 5. VB R T 0 2 T B 2 S R B g SR B
B L2 ORG RE 48 14 J2 52 B et 1) B A X R R A
Bk BRI HE 3R R AR (DR) 2 48 43 Ry B 1Y)
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DetectionRate( DR) = TPVI;PFN
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FIRY ARG N 238 A, S S 1Y) B A . -0 R X
ARSI AR 255 75 T8 3K 2 55 T P& 1 8 AP 2448 4
e ) -0 R R O e R 5 3 ARG 2.
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SELHAIE. PN OB & — 4> DNN, Jir BL7E DNN Il 25 B B
T BEALBEE T (SGD) ™. o TS8R i T
SESUIR AR Dy AR bR AN S A AR N P T R 22
(MSE) s A A BB . S0 v 2 o) S %
ARURE I th T2 PR 2 50 TR E 1Y
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BT LA T S5 56 25 T T 50 E X B AR R ) A bk

S 1 PE T GRU + MLP 6. /A& % e[ —
S PR, LSTM B8 GRU A H AR, BL Ak, % &
FELE AN T XA RNN S25 . 78 S0 50 45 5 b, Jip
2% B /R B A AH RNN.

SEOG 2 b A A AR Bk 57 38 17 i A A Bk AT T
i FEAEATIEAL (0 52 56 22 A, RNN B 5 MLP 5 B ¢y
SR RERR , SR IG FEF IR S 00 AR

SEG 1A 2 43 5i%F KDD99 FI NSL-KDD % 41 4 iF
7RSS, 1 F02 43 5% AT 6 1 SE 3 45 R k47 1
Mgk

MR 55 8 0% 15 40 R 4598, 78 KDD99 FiI
NSL-KDD 7 ff %3 4 v, BGRU + MLP iy 2% 5 2 5 4
. 525 1 W], 78 KDD99 I Aii 5+, B T GRU (1
81, L SR PEBE [ LSTM A5 i e 53 i3 ] DATE
WERREE K SR IR )Rk = A8 45 A B R B Bt
A, AR, W E BGRU fY i i P AE % L 8415 GRU
I B RNN 0] DA — 248 5 RNN [P RE. S50 2 %
W, RNN 1 MLP ()45 & 02 L3 A 2. JEa2 5 25 31 L
2 {di Bl RNN( GRU F1 LSTM ) 5 2 fii i} MLP (91575

H b
®1 ETKDDY HRRER

System Accuracy( % ) DR(% ) FPR(% )
BGRU + MLP 99.26 99.33 0.86
GRU + MLP 99.21 99.37 1.02
BLSTM + MLP 96.41 95.65 2.67
LSTM + MLP 95.22 93.97 3.24
GRU 94.96 94.78 4.86
LSTM 94.1 95.65 7.58
MLP 90.56 86. 61 3.49

&2 ET NSL-KDD LI 45 R

System Accuracy(%) | DR(%) FPR( % )
BGRU + MLP 99.85 99.43 0.06
GRU + MLP 99.29 96.74 0.08
BLSTM + MLP 98.57 93.78 0.17
LSTM + MLP 98.51 94.77 0.53
GRU 92.29 71.78 0.14
LSTM 91.91 70.77 0.10
MLP 91.88 70.92 0.31

7 HOH T AN IR 330 A MR BS54 T A 25 281
AT H, 5% BGRU + MLP 8§ GRU + MLP () & %5, 1
WS JEE B

09
, =BGRU+MLP —GRU +MLP
08 ~~ BLSTM+MLP <LSTM +MLP
07 ~GRU ~LSTM
u ~MLP
06

Olé—t 1 v v v v 7T S R . . e
123 456 7 8 9101112131415 16171819 20
Epoch

7 TSR AR R
2R3 PSR S SERTI DT AT T L AR 3 o
A RLUA B, BGRU + MLP 15 W0t 4 1 #R BE R 47
JLAE KDD99 i Rl F b 3RAT 1 o o ) v A JEE AN 412
#, fE NSL-KDD A %e 4k b 3R 1 e ARG H 6.
£3 HERMEELR

Accuracy | DR FPR

System Dataset
(%) | (%) | (%)
LSTM(2015) [°! KDD99 | 94.11 [77.07 | 0.18
LSTM-RNN(2016) 12! KDD99 | 96.93 |98.88 | 10.04

LSSVM + FMIFS(2016) (22! | KDD99 99.79 199.46 | 0.13

TVCPSO + MCLP(2016) %) | NSL-KDD | N/A | 97.23 | 2.41

0S-ELM(2015) [%] NSL-KDD | N/A  |97.67 | 1.74

LSSVM + FMIFS(2016) 22} | NSL-KDD | 99.91 |98.76 | 0.28

BGRU + MLP ( proposed) | KDD99 99.85 199.43 | 0.06

BGRU + MLP( proposed) [NSL-KDD| 99.26 |99.33 | 0.86

i SRR R DA B RS E— 2, A
JE I AN [R5 i 4 060 DX g3 A TR) B9 A AR ARG 2R ¢
FEXE AR (00 AT BT AN (5], DR AR A 4 21— A BE A A2
FEATIE O T #RREAS 1K B e AEPERE M R 4. HLAh, VU 7
S 0 R 22 . e AN, Bodks A 0 A R BB AL b
B o T SR ARG R AT RE A B A TRl a5 fr s F 5
R ThT EUAE, A SCHIT 18 1 1RO 4 8 4, e A 52 L A
MR EZ AT, #A —E L

6 #ig

ALV T3 A TE H ) TR0 15 Ml 55 9 — 4> 7 Y
IDS Ff4& 7 — Mgy DNN BRL, F ] GRUs /R 2iE42
PRI, &5 MLP SRR 28 AR, R FHTRBE 22 > iR
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